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Introduction

SMS Server allows to send alarm messages, defined through the interface with a plant supervisor, to the
people delegate to receive them. Messages can be of two type: SMS or e-mails.

% Using SMSServer you don't need to change your CitectSCADA project. SMSServer connects to
Citect runtime using CtAPI, retrieves the current alarms info and sends SMS and/or e-mail
messages according to the current calendar availability.

« Server redundancy: SMS Server supports CitectSCADA redundancy. You can now enable
redundancy in SMS Server and set connection parameters to the primary server and to stand-by
server, in order to get always SMS Server support and catch events or failures. It's also possible to
connect only to the active alarm server and send messages only if SMS Server is connected to the
active alarm server. For configuration examples, see Common configurations.

« Networking Connection with Citect: you can now connect to local or remote CitectSCADA
supervisors. In case of remote connection, you should provide the IP address of the CitectSCADA
supervisor, which must be reachable by the network. The connection is safe, because username and
password are required (a username with password already defined in CitectSCADA project). If SMS
Server is active, it checks over and over the communication with supervisors: if the connection goes
down, the program continues to retry the connection with configured servers.

% Cyclical calendar of shifts: the calendar accounts the whole year from January, 1th to December,
31th. It is possible to set up shifts within these limits. The shifts will be stored to the transition to the
new year, without setting up them again.

« Language choice: you can choose at run-time the program language (both in SMS Server
Scheduler and Task SMS Server) from the Options tab of Parameters. The available languages are
English, Spanish and Italian.

The text of such messages is in function of the corresponding alarm messages generated and visualized by
the plant supervision and therefore a typical application of the SMS Server, it is the dispatch in real time of
default messages of alarm, to the people delegate to receive them through the formulation of an Phonebook
and of an opportune calendar, with the purpose to allow a timely intervention. A management of this type
allows the people not present in plant or simply not present in the supervision area to be notify of the
condition of operation detected from the supervisor, with the possibility to intervene in real time in case of
recorded anomaly.

Beyond the text of messages that will be envoy, coherent with the messages defined in the supervision, it
needs to define an Phonebook containing the nominatives of the consumers with the opportunity to
characterize them through name, brief description, mobile phone number, e-mail and colour code, make a
calendar in which the consumers of the Phonebook are in charge to receive the possible messages in a
certain time interval and define rightly the parameters that characterize the interface between supervisor,
GSM modem and SMS Server.

SMS Server allows to set all the information (Phonebook, calendar and formulation parameters) useful for
the Task SMS Server to realize correctly the service of dispatch of the alarm messages.

&

SMS Server Scheduler shows itself when active as a panel from which is possible to approach to the
formulation of the Phonebook, of the Calendar, of the relative parameters to the communication between
supervisor, SMS Server and GSM modem, of e-mail settings, and from which the same SMS Sever could be
finished. On the panel is besides possible to approach to a menu that recall the online help and to have
general information of the product in matter.

Management of SMS Server Scheduler




“ Task SMS Server appears at the start as an icon on the toolbar and clicking on it with the mouse
right button a menu will open with a variety of options. Selecting the option Open from the menu, will be
visualized the window "Task SMS Server" that beyond to show the qualification of the SMS dispatch service
(like the icon in the toolbar when the application is active, but the window is absent) is available an useful
menu. Selecting the option Signal Level from the menu File of the window "Task SMS Server", will be
visualized a window that shows the signal level detected by the spar of the GSM modem used to send the
alarm SMS. This visualization could be gotten also by clicking with the mouse right button on the icon
present on the toolbar and selecting the option Signal Level in the menu that appears.

Management of Task SMS Server

o |

—  Beyond the executable program SMS Server Scheduler, are available two new ActiveX controls
SmsServerX.FormCalendar and SmsServerX.FormPhoneBook, for the formulation of phonebook and
calendar. The two ActiveX controls are installed and registered with SMS Server and could be inserted,
both or individually, in every graphic page of CitectSCADA project (since version 5.40) or other programs
that support ActiveX (html pages). Modifies applied through these two controls are shared with Phonebook
and Calendar sections of SMS Server Scheduler and are loaded automatically if Task SMS Server is active.

Management of ActiveX

Example project for Citect

In the installation cd you can find an example project useful to test quickly SMS Server. The project is in the
file SMSServerProject.ctz and in it is defined a user “admin” with password “smsserver”, to establish the
connection. When you start the runtime will be started also Task SMS Server (if already installed) and you
will see the test start page in wich you can turn on or turn off 3 digital alarms. In spite of these alarms, you
can check if SMS and/or e-mails have been delivered (like configured) and, in case, recognize alarms
through SMS. To configure the program you can directly access to SMS Server Scheduler with the button at
the end of the page.



What's new in SMS Server 2.22

SMS Server has been powered! Let's introduce the most important news:

0.0

Alarm categories filter for each person: you can send only some specific alarm types to a person,
belonging to a specific category. So you can send alarm messages to different persons, according to
the alarm type (category) that occured.

Remote acknowledge: you can send to the GSM modem the whole received SMS, that contains
the alarm key. Is not required anymore to retrieve and send the only alarm key.

Serial port: you can set a serial port number from 1 to 99. The comunication and the process of re-
establishing of the link with the modem have been empowered.

SMS all over the world: the format of the international dialing code for the mobile numbers have
been changed. Don't use anymore '00' format but replace it with '+'. In this way, all the dialing codes
are supported.

Verbose window: now it's possible to view, copy, pause and restart the serial communication
stream of the Verbose window.

General links:
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Common configurations

Let's see the common configurations useful to use CitectSCADA with SMS Server 2.22. To set redundancy
in your CitectSCADA project, please consult Citect Help.

1. Local connection without redundancy: this was the only one configuration available in SMS
Server before version 2.20: there is no redundancy of Alarm Servers and the supervision server is
running on the computer where is running also SMS Server.

Alarm

2. Remote connection on 3 computer and redundancy on: this is the optimal configuration that
supports redundancy. It allows to dedicate a third computer, with in case different hardware (serial
port, RAM) and software (processes, access to SMTP server) characteristics for the SMS Server
service. In this way, in case of breakdown or falut on servers, SMS Server will remain on and will
retry to connect to the available Alarm Server as soon as possible.

W Enable Alam Server redundancy

v Connect to active &larm Sereer

[ Send meszages only from active Alarm Server
i~ Priman alarm Server-

[ Local connection

TCPAP address ﬁﬁ ﬁﬁ Fj_F r

Citect Uzername ]a-:lmin

Citect Pazsword 1xxxxxxxxx

i~ Standby-Alarm Sereer

[ Local connection

TCRAR address ﬁﬁ' ﬁﬁ' }Tj_' {2‘_'

Citect Uzername ]admin

Citect Pazsword 1xxxxxxxxx




IP ADDRESS:
192.168.03 ‘sm
TCP/IP communication
IP ADDRESS: IP ADDRESS:
192.168.0.1 192.168.0.2

Primary Ala

ct

i

Stand-By Alarm Server

Citect communication

h

L4

tect

3. Local connection on 2 computer without redundancy: this is the way to monitor both server
without another computer dedicated to SMS Server or in the case is not possible to enable
redundancy (ie: selective firewall for TCP/IP). Two instances of SMS Server are installed on 2
server with a local connection. On both instances must be enabled the option Send messages
only from active Alarm Server, so you will receive any alarm message only once (the two
instances does not communicate between them).

NOTE: in this configuration, if both of SMS Server instances send SMS, the two tag of error and signal
level aren’t anymore useful. In fact, the two instances write data to the same tag, but refer to different

modem GSM links.
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4. Remote connection on 4 computer without redundancy: this mode is similar to configuration
no.3 but here we dedicate 2 computer in addition for 2 instances of SMS Server, even in the case of
hardware and software different required characteristics. In this way you can have more reliability in
case of breakdown on supervisors. The IP address of Alarm Server must be entered for both of
SMS Server instance (one coupled with one server and the other with the other server).

Redundancy must not be enabled.
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192.168.0.3 192.165.0.4

TCP/IP communication

IP ADDRESS:
192.168.0.1

Primary Alam Server

jtec

il

TCP/IP communication

IP ADDRESS:
192.168.0.2

Stand-by Alarm Server_-.
t Cite

Citect communication

ct

5. Local connection with redundancy on: this configuration allows to use redundancy and not to
add a SMS Server dedicated. The program is installed on one of the two server, with wich establish
a local connection, while with the other server establish a remote connection. Anyway, this
configuration is not advised, because in case of faluts, breakdown or restarts of the computer
shared between SMS Server and CitectSCADA, the monitoring of alarms will be interrupted, even if

the other alarm server is running.
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W Enable &larm Server redundancy
W Connect to active Alarm Server
[T Send messages only from active Alam Server
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Minimum requirements

* Microsoft Windows NT4(R) Service Pack 4 or later with Internet Explorer Service Pack 1;
»  Microsoft Windows 2000(R) Service Pack 4 or later;
*  Microsoft Windows XP(R) Professional and Home Edition.

» 15 MB of free hard disk space during installation

e 256 MB of RAM
» 800 x 600 SVGA video display with 256 colors (1024 x 768 or higher recommended)

» Citect 5.20 Service Pack B

» Citect 5.21 Service Pack G

e Citect 5.40 Service Pack C

» Citect 5.41 Service Pack B

» Citect 5.42 Service Pack A

e CitectSCADA 6.00 Service Pack A
» CitectSCADA 6.10 Service Pack B
» CitectSCADA 7.00

GSM modem requirements:

GSM modem or mobile must support all these AT commands:

AT Start the connection between modem and application
AT+CPIN Insert PIN code, if required

AT+CMGF Set text mode, if possible

AT+CSQ Polling of GSM signal level

AT+CMGS Send a SMS

AT+CPMS Set SMS storage into modem memory (remote acknowledge)
AT+CMGR Read a SMS from memory (remote acknowledge)
AT+CMGD Delete a SMS from memory (remote acknowledge)

AT+ commands are an extension AT comunication protocol, and SMS Server uses them to communicate
via software with GSM modem or mobile. If the modem or the mobile doesn’t support any required
command, you cannot be sure about the right functioning of SMS Server. For example, in some mobile
operative systems, you can send SMS via software but not read them. Industrial GSM modem, instead,
usually support every AT+ command.

Some modems compatible with SMSServer:
- AUDIOTEL - INDUSTRIAL modem GSM
- AUDIOTEL - Modex Usb Edge Modem

Some mobile phones compatible with SMSServer:

- Siemens S35, S55, C55

- LG U880

- Sony Ericsson 2600

- Nokia 6070, 6230, 6234, 6630, N70 (only SMS sending, no SMS receiving for remote acknowledge)

13



Useful links:

Installation

Troubleshooting

General links:

Index

Introduction
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Installation
1. Close all applications.

2. Double-click the setup program Setup.exe and follow the on-screen instructions (this will install SMS
Server Scheduler and Task SMS Server).

3. Open SMS Server and set rigthly parameters. In particularly, set the IP address of Citect server to
which you want to connect (or select Local Connection) and username and password with wich you
want to connect. You must already have defined them in the Citect active project. For other
parameter settings, consult the in-line help.

4. Open Task SMS Server. You can now use SMS Server. For help, consult the in-line help.

Note

SMS Server records data and settings in a INI file. If it was already executed
an installation in the past, old settings will be maintained. To erase eventual
old settings, delete the file SmsServer.ini, in the Windows directory.

Useful links:

Minimum system requirements

Troubleshooting

General links:

Index

Introduction
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INTRODUCTION: Sms Server Scheduler

SMS Server allows to send alarm messages, defined through the interface with a plant supervisor, to the
people delegate to receive them. Messages can be of two type: SMS or e-mails.

The text of such messages is in function of the corresponding alarm messages generated and visualized by
the plant supervision and therefore a typical application of the SMS Server, it is the dispatch in real time of
default messages of alarm, to the people delegate to receive them through the formulation of an Phonebook
and of an opportune calendar, with the purpose to allow a timely intervention. A management of this type
allows the people not present in plant or simply not present in the supervision area to be notify of the
condition of operation detected from the supervisor, with the possibility to intervene in real time in case of
recorded anomaly.

Beyond the text of messages that will be sent, coherent with the messages defined in the supervision, it's
necessary to define an Phonebook containing the nominatives of the consumers with the opportunity to
characterize them through name, brief description, number of cellular, e-mail and colour code, make a
calendar in which the consumers of the Phonebook have are in charge to receive the possible messages in
a certain time interval and define rightly the parameters that characterize the interface between supervisor,
GSM modem and SMS Server.

SMS Server Scheduler allows to set all the information (Phonebook, Calendar and formulation parameters)
useful for the Task SMS Server to realize correctly the service of dispatch of the alarm messages.

SMS Server Scheduler shows itself when active as a panel titled "SMS Scheduler” , in which it's possible
approach to the menu File.

Selecting the Help option from the menu File the user can approach to the guide for the use of SMS Server.

Selecting the option About SMS Server from the menu File will be visualized a window that shows the
information relative to the product.

In the panel visualized when SMS Server Scheduler is active it's besides possible to select different buttons,
each useful to approach to elements of the service.

Phonebook,

Phonebook Settings

With the button "Phonebook” the user can enter the management of the list of the
single subjects (consumers) or multiple (groups of consumers) to which will be sent
the alarm messages generated by the supervision.

Calendar

With the button "Calendar” the user enter the management of the shifts relative to the
service offered by SMS Server, that is the formulation of the time intervals in which
the different present subjects in Phonebook are called to receive the messages, in the

specified shift.

Calendar Settings

"] With the button "Parameters" the user enter the management of parameters relative

ﬁ Farameteis | to the definition of serial communication with the GSM modem, of definition of the full
path that characterizes the database with the Phonebook, of definition of Task SMS

Server variables name that can be defined in plant supervisor, of settings of a
protected by password management, of the choice of type of alarms to notify and filter
to apply in the dispatch, of the determination of functionality of GSM modem and
SMS, of parameters for the connection to the alarm server and, at the end, of dispatch
messages through e-mails.

Parameters Settings

16



E‘l e ‘ With the button “Exit” SMS Server Scheduler will be closed.
En

Closing SMS Server Scheduler

General links:

Index

Introduction
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Phonebook Settings

Selecting the functionality on the general panel "Phonebook", the user approaches to a structure
characterized by two sections; in the left section are listed the groups in which are structured the different
consumers contained in the same Phonebook while in the right section are instead listed the consumers
belonging to the selected group.

¥} set Phonebook ™ x|
File

Pedple : 'm

George Green
James White
Paul S mith

ak |

If no consumer and therefore no group has already been defined, the structure in matter appears
characterized by the only briefcase All the groups that results empty.

Useful links to the management of the Phonebook:

Define a new person in Phonebook

Modify\Delete a person in the Phonebook

Define a new group in the Phonebook

Add a person into a group

Delete a person from a group

Modify\Delete a group in the Phonebook

General links:
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Phonebook SETTINGS: Define a new person in the Phonebook

Selecting from the menu File the option New Person will be visualized the window "Phonebook" that allows
to define a new consumer through the compilation of the followings fields:

NAME: name and surname of the consumer;

DESCRIPTION: brief description of the consumer useful to characterize his role in the
plant;

MOBILE PHONE NUMBER: phone number through which send the SMS to the consumer; it's a
mandatory to insert the national dialing code before the phone number;

E-MAIL: electronic mail address through which send the messages to the
consumer;

COLOR: color with which this contact will be visualized into the calendar grid.

NOTIFY ALL ALARM If selected, all alarm messages, belonging to any alarm category, will be

CATEGORIES notified to this person, if currently available.

NOTIFY ONLY FOLLOWING If the previous check is not selected, insert here the list of categories to

CATEGORIES wich alarms have to belong to be sent to this person when they occur.

Categories are only numeric and are separated by comma (*).

Therefore wanting for example to define a consumer Paul Smith, with offices as Computer Technician and
attainable with SMS to the mobile phone number 3381234567 (with +44 international dialing code of Great
Britain) and with email address p.smith@email.com, only for alarms of categories 2 and 3, it will need to fill
the fields of the window "New person” as follows:

i New person 1 .l
EE

{P'aul Srrith oK,
[reszcription

iEDmputer Techrician Lancel
fdobile phore

[ +443351234567 - 1l

E=mnail

!p.smith@email.cum

[ Matify all alarm categaries

FHatify only fallawing categaries:;

{23

For each consumer could be defined the only mobile phone number or only the e-mail address or both them.
It's not possible to insert a consumer without mobile phone or e-mail.

Each consumer can be besides characterized by a colour code, settable by clicking on the panel in the low
part at the right side of the window and selecting one of the colours defined in the colours chart that appears.
The colour could be inserted freely but to exploit the ductility that a his use is able to guarantee, it's a better
use to associate a unique colour code to each description or however to each work area to which the
different consumers inserted in Phonebook belong.

Therefore in the example above the consumer is characterized beyond the personal data also by the RED
colour.

Selecting OK is confirmed the input in the database of the information with which the consumer has been
identified and therefore recording the same consumer in Phonebook, while selecting Cancel the information
won't be saved and they will go therefore lost.

In the window "Phonebook" appears therefore in the right section the new defined consumer.

20



(*) The category filter for each contact is subordinate to the general filter that can be set from Parameters,
tab Messages. If Paul Smith has the field Notify only following alarm categories: 2,3 and in Parameters filter
ther is Only the following alarm categories: 3,4 so alarm of category 2 will never be notified to Paul Smith.

Useful links to the management of the Phonebook:

Modify\Delete a person in the Phonebook

Define a new group in the Phonebook

Add a person in the Phonebook

Delete a person from a group

Modify\Delete a group in the Phonebook

General links:
Introduction

Index
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Phonebook SETTINGS: Modify a person in the Phone Book

To modify the description, the mobile phone number, the e-mail and the colour code of a consumer, it's
necessary to select it in the right section of the window in which appears its nominative and to click twice with
the mouse.

The window "Modify person™ allows to modify the description, the mobile phone number, the e-mail
address and the colour code associated to a nominative. The name of the contact instead could not be
modified, once inserted in the Phonebook; the only way to modify it is deleting the consumer in matter and
defining a new one with the desired characteristics.

ME Edit contact i .l
I arne
lF'ﬁ-_ul Smith Ok
[reszcription

Lancel

lEDmputer Techrician

fdobile phore -

E -mail

!p.smith@email.cum

[v M atify all alarm categonies

Fatify only fallasing categornies;
j23

To modify the nominative of a consumer we’ll proceed to the elimination of the same from the Phonebook
reintegrating it with the opportune variations. Supposing therefore to modify the nominative introduced
previously from Paul Smith to Paul Smooth, first it needs to delete the consumer Paul Smith selecting it and
selecting from the File menu the option Delete Person.

Therefore it needs to confirm the choice to delete the consumer selected in the Phonebook, selecting YES in
the notice window "Warning" that will appear.

At this point in the list of the people inserted in Phonebook will result absent the consumer deleted before
and proceeding like before seen for the insertion in Phonebook of a new person will be inserted the
nominative properly corrected in substitution of the wrong one.

% Hew person i et
Hame

IF'auI Smooth oF
Diezeription

IEDmputer Technician Lancel

b obile phone —
IEIEI443381 234567 -

E=rail

!p.smuuth@email.mm

I Makify all alarm categonies

Hotify only following categanes;

j2.3
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Going on the example and wanting therefore to correct the nominative of the consumer Paul Smith in Paul
Smooth in the Phonebook maintaining unchanged the other elements as Description, Mobile Phone Number
and Colour Code will be enough to define the new consumer with such unchanged elements, completing the
fields in the window "New person” as follows:

Confirmation of the happened introduction of the correct nominative in the Phonebook, will be the
visualization in the people list, of the new consumer.

Useful links to the management of the Phonebook:

Define a new person in Phonebook

Define a new group in the Phonebook

Add a person in the Phonebook

Delete a person from a group

Modify\Delete a group in the Phonebook

General links:
Introduction

Index
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Phonebook SETTINGS: Define a new group in the Phonebook

Other important characteristic of the SMS Server is the opportunity to structure the consumers in Phonebook
in groups and therefore the possibility to manage these in alternative to the individual. Such characteristic
allows for example to send, to the revealed alarm in plant, the signaling of anomaly through SMS or e-mail,
not only to an individual, but also to a whole group with evident advantages in terms of guarantee of timely
intervention and of quality of the same intervention.

Supposing of introducing in the Phonebook the consumers that will be called to have use of the service
guaranteed from SMS Server let's see how to create a group, characterize it and define its members.

To create a new group it needs to select from the menu File the option New Group, therefore in the window
"New group" that will appear, it needs to define a uniqgue name that characterizes it, to introduce a
meaningful description of the same and an opportune colour code that will allow to individualize it.

Wanting for example to define a group Technicians destined to greet the whole members of the Phonebook
recorded with the qualification of Computer technicians for the support we’ll proceed to complete the fields of
the window as follows:

Pl
tarie
iTechnicians - I g
Diezcription
iEDmputer techniciang for the sup - e

Evidently the choice of the Description as like the one of the Color Code associated to a group have to be
effected with the intention of structuring at the best way the elements in Phonebook, to approach with
simplicity to it and make besides of easy use SMS Server. Therefore is opportune to insert in the field
Description a brief characterization of the role and of the competences that the members dress in the firm
and select as colour, the same that characterize the professional figure in it framed. According to the
suggested logic is deduced from the description that the group defined in the previous example will gather
the Computer technicians that being characterized as single elements by the “blue” color, have suggested
the assignment of the same colour even to the group that contains them.

Selecting OK in the window "New Group", the new group will be saved in the database with the defined
characteristics and the success of the effected operation is the visualization in the right section of the window
"Phonebook" of the new defined group.

To visualize the list of the consumers belonging to a group it's sufficient to click on the name of the group
brought again in the section Groups of the window "Phonebook" getting the visualization in the section
People of the consumers that compose it.

Useful links to the management of the Phonebook:

Define a new person in Phonebook

Modify\Delete a person in the Phonebook

24



Add a person in the Phonebook

Delete a person from a group

Modify\Delete a group in the Phonebook

General links:
Introduction

Index
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Phonebook SETTINGS: Add a person into a group

See how to include a consumer present in the Phonebook into a group. Selecting a group in the window
"Phonebook", in the right section the will appears the list of consumers in it contained. Selecting the group
Technicians, to the actual state it will result empty and therefore no element will appear in the right section.
Selecting in the left section All groups will appears in this section the list of all the consumers defined in the
Phonebook. To insert the desired elements in such group, it's necessary to select the group and to click
twice with the mouse.

x

M ame
ITechnicians - | oF
Cezcription
IEDmputer technicians for the support - B
Group members Feople

Faul Smith

George Green

James White

The window "Modify group” that has been visualized allows to include in the group the only people, present
in Phonebook, that are desired to belong to it. The window allows, in the high part, to modify the Description
and the Color Code that characterize the group, but not its name, while in the low part, characterized from
the two sections Group members and People, using the appropriate transfer buttons placed between these
two sections, allows to include people into the group.

Wanting therefore to include in the group Technicians the present consumer in Phonebook with the
nominative Paul Smith, it will be necessary to select the consumer in the left section and to click on the first

transfer button, that identifies the single transfer and that results identified by . The successful result of
this operation will be the insertion of the selected consumer in the group and the success of this action will
be signalled by the visualization in the Group members of such consumer.

26



4% Edit group il x|

tame
ITe:rhnicians - | Ok
Diezcripticn
iEDmputer techhicians for the support - e
Group members People

Faul Smith George Green

James White

<A

b

There is besides the possibility to effect multiple transfers, that is including all the present elements in the
Phonebook in the same group in a only one passage. To get this is sufficient to use the second transfer

button, that identifies a multiple transfer and that is identified by < The successful result of this
operation will insert all the present consumers in Phonebook and visualized in the section People, in the
group in matter and the success of this action will be signalled by the visualization in them section Group
members of all the consumers.

Going on the example and according with the suggested logic we’ll go to incorporate in the defined group the
consumers that cover a conforming role to that related in the description and characterized by a colour code
coherent with that of the same group. We will include therefore in the group Technicians, following the
procedure above illustrated, the present consumers in Phonebook that cover the role of Computer
Technician and that are characterized by the blue colour.

Selecting OK will be confirmed the composition of the group in terms of consumers and his characterization
in terms of description and colour code.

To visualize the list of the consumers belonging to a group, like told before, is sufficient to click on the name
of the group related in the section Groups of the window "Phonebook" and following this procedure
relatively to the group Technicians constituted in the previous example, will result listed in the section People
the consumers that compose it, inserted in it previously.

Useful links to the management of the Phonebook:

Define a new person in Phonebook

Modify\Delete a person in the Phonebook

Define a new group in the Phonebook
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Delete a person from a group

Modify\Delete a group in the Phonebook

General links:
Introduction

Index
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Phonebook SETTINGS: Delete a person from group

To remove an element from a group is sufficient to select it in the left section Group members and click on

the last button of transfer identified with

The success of this operation will be confirmed by the absence in the Group members of the consumer that
is been wanted to delete from the group in examination.

To remove all the elements from a group is sufficient to click on the last button of transfer identified with
>3

The success of this operation will be confirmed by the disappearance in the Group members section of all
the consumers that before belonged to it.

Useful links to the management of the Phonebook:

Define a new person in Phonebook

Modify\Delete a person in the Phonebook

Define a new group in the Phonebook

Add a person into a group

Modify\Delete a group in the Phonebook

General links:
Introduction

Index
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Phonebook SETTINGS: Delete a group from the Phonebook

To delete a group from the Phonebook it needs to select it in the section Groups of the window
“Phonebook” therefore from the menu File select the option Delete Group .

Application will ask confirmation for the definitive elimination of the selected group and selecting Yes the
desired cancellation of the group will take place. Confirmation of the happened elimination is the
disappearance in the section Groups , of the window “Phonebook” , of the nominative of the group that has
been deleted.

Selecting from menu File the option “Exit” , will be closed the window “Phonebook” and will be returned the
principal panel of the SMS Server.

Useful links to the management of the Phonebook:

Define a new person in Phonebook

Modify\Delete a person in the Phonebook

Define a new group in the Phonebook

Add a person into a group

Delete a person from a group

General links:
Introduction

Index
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Calendar settings

Selecting the option from the principal panel "Calendar"”, it will approached to a structure that the SMS
Server dispose for the definition of the people or of the groups, delegated to receive the messages (SMS or
e-mail type) in the shift in course at the event of alarm. The structure in matter is characterized by the
visualization beginning from the current date of 14 days, each represented from a line constituted from the
date and from the time interval of the correspondent 24 hours, divided in intervals of 30 minutes. Therefore
the 14 lines visualized represent the next 14 days, starting from the actual date and the 48 columns
represent the 24 daily hours divided in intervals of 30 minutes.

Set Calendar
radifs

Diate 01 2 3 4 5 B T & 3 1011 1213 14 15 16 17 16 13 20021 22 25 24
11416/2007 =|.
114172007 i .
11/418/2007 |
11419/2007
11/20/2007
1172172007 55
11/22/2007 0
11/23/2007 10
11/24/2007
11/25/2007 |
11/26/2007 [
11/27/2007 |
11/28/2007
11/29/2007| |

— Details -

M arme - Paul Smith Caontact
— Start- ~End-
Diate Time Date Time
11421 /2007 12.00.00 Ak 11425/2007 12.00.00 Ak

— Byvailability bazed an-
i Calendar i Alwaps available 7 Contacd 1 :_]

7 Group J IOgrarnErE ‘;]
ok, Cancel

Like told before, the described structure allows to create a shifts calendar for the messages reception by
consumers recorded in the Phonebook of the SMS Server and therefore it's necessary to insert first the
nominatives of the consumers and of the possible groups in which these last will result structured, in the
Phonebook.

But it's not mandatory to set up the whole calendar shifts. There is a quick method to configure SMS Server:
the option Always Available from the Calendar window. Choice a name that exists in the PhoneBook, from
the menu Contact or the menu Group and the management of the Calendar will be ignored, so every day
and in every time, messages will be sent to this person or this group.
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Useful links for the management of calendar:

Set up calendar

Assign shift to a person

Assign shift to a group

Modify assigned shifts

General links:

Index

Introduction

32



CALENDAR SETTINGS: Set up calendar

To set up the person or the group which will receive alarm messages in a specified interval, one way is made
by double-click with the mouse on one of the inset of the grid, corresponding to an half-hour. For example,
to define the person or the delegated group to receive the alarm messages, on 11/21/2007 for 4 days, the
recommended approach is to select with a double click of the mouse the panel, of the structure "Calendar" ,
belonging to the corresponding line to the date and the schedule of beginning of the desired interval. This
allows to open the window “Edit Schedule” with the date and the schedule of the interval beginning, already
set correctly. -
| Modify
Insert Interval - CTRL+I
Delete Interval CAMNC

Copy Day CTRL+ED
Paste gy, LR
Help Fi

This window allows to define the user or the group defined in the Phonebook to which send the alarm
messages, in the time interval whose extremes in terms of dates and schedules are settable in the section
Details in the window. To get the subject that we will go to set, will be the recipient of the possible alarm
SMS generated by the supervisor, from midnight of 11/21/2007 to the midnight of 11/25/2007, we need to set
this values in the section Details acting in this way. Beginning and end dates of the time interval must be
introduced in accord with the suitable format (use the calendar tool) and the schedules of beginning and end
of the same interval could be inserted in accord with the suitable format or using the appropriate buttons at
right of the boxes of formulation of the schedules. If the schedules have been set directly, it needs to
remember that they have to be multiple of 30 minutes [ xx.00 or xx.30] or it will be effected an approximation
of the them, useful to turn back in this condition. If instead the formulation of the schedules of beginning and
end of the interval will be effected with the aid of the buttons places close to the boxes of formulation of the
schedules, the problem of a possible approximation is not set since with the superior key the schedule will be
increased of 30 minutes while with the inferior key decreased of 30 minutes.

Edit schedula X

i Contact 7 Group

- Stark-
[rate Time

[1z12000 =] zoooosM -+

~End
[rate Time
]'IUEEHEEIEIF l,' i1 2.00.00 AM :I

The calendar is cyclical and represents the whole year. So the shifts remain valid even when a new year
begins. It's not possible to set up shifts between two different years (ie: shift from 30/12/2007 to 02/01/2008):
it's necessary to set up two different shifts.

Besides, it's possible to ignore the formulations of the calendar if is selected the option Always Available : it
allows to define a person or a group to which always send the messages, independently from their
availability on the calendar. The activation of the SMS and/or e-mails dispatch is however subordinate to the
parameters Enable sending e-mail and Enable sending SMS , that can be set from Set Parameters .
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Useful links for the management of calendar:

Assign shift to a person

Assign shift to a group

Modify assigned shifts

General links:

Index

Introduction
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CALENDAR SETTINGS: Assign shift to a person

To decide if in the interval in examination the messages will be sent to a single consumer or to a group
defined in the Phonebook, it needs to select one of the options Person or Group.

If is desired that messages have to be sent to a single consumer it' necessary to select the option Person in
the window "Edit schedule”.

In this case in the box Name the curtain menu will make available for the choice the nominatives of all the
consumers recorded in Phonebook.

Wanting for example that the alarm messages in the interval in examination, have to be sent to the
consumer in the Phonebook Paul Smooth, it will be enough to select this consumer among those which are
available for the choice in the field Name.

Selecting OK will be confirmed the choice of the subject to which will be sent the messages in the temporal
interval brought again in the sections Start and End of the window. The success of the operation is the
coloration of the corresponding interval, in the structure brought again in the window Calendar, with the
colour code that identifies the delegated consumer in this interval who receives the messages.

Useful links for the management of calendar:

Set up Calendar

Assign shift to a group

Modify assigned shifts

General links:

Index

Introduction
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CALENDAR SETTINGS: Assign shifts to a group

If the user desires that messages, in the interval in examination, have to be sent to a group instead than to a
person, it is necessary to select in the window "Edit schedule" the option Group.

In this case, in the box Name the curtain menu will make available the choice of nominatives of all the
groups recorded in the Phonebook.

Wanting for example that the relative alarm messages given by the supervisor in the interval, have to be sent
to the group of the Phonebook Programmers, it will be enough to select this group among those which are
available for the choice in the field Name.

Selecting OK will be confirmed the choice of the subject to which will be sent the messages in the temporal
interval brought again in the sections Start and End of the window. The success of the operation is the
coloration of the corresponding interval, in the structure brought again in the window Calendar, with the
colour code that identifies the delegated group in this interval to receive messages and with a central dot,
visualized in each of the single panels that compose the whole interval, will be differentiate the shifts
assigned to single consumers (central dot absent) from those assigned to groups of consumers (central dot
present).

Useful links for the management of calendar:

Set up Calendar

Assign shift to a person

Modify assigned shifts

General links:

Index

Introduction
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CALENDAR SETTINGS: Modify assigned shifts

SMS Server allows the user to perform the management of the calendar and make simpler and direct
consultation and modifies to set-up shifts.

In Details section in the window "Calendar", double-clicking with the mouse on one of the insets, which
corresponds to an interval of 30 minutes, will be visualized calendar information. Clicking on the inset
corresponding to 30 minutes of time interval set up for the person to which will be sent messages, pertaining
the alarms, in Details section will be visualized the name of the person or the group set up as recipient of
messages and data (Shift start date and Shift end date) that delimit selected time interval.

— Detailz
MHame : Technicians Group
- Start —End
[rate Time [rate Time
104042008 00000 160442008 0.00:00

Clicking on one of the insets highlightned of a colour, in Details section will be visualized the name of the
user (or the group) in charge to receive messages, so in our case Technicians group and in the two sections
Start and End, respectively the shift start date and the shift end date assigned to the selected person/group.

The time interval visualized in the window "Calendar " is made of 14 days and to allow a simple and
effective management are available the vertical scroolbar and the buttons located on the right side of the
grid, which whose it's possible to go to the start or to the end of the calendar.

Setting up the calendar options is facilitated by the management utilities situated in menu Modify in the
window Set Calendar.

Clicking with the mouse on one of the insets and selecting Insert Interval option from menu Modify will be
visualized the window Edit schedule which allows to define the shift person and the duration interval of this
shift. This procedure is equal to double-click with the mouse on a inset of the grid.

Supposing to set up a shift from 6.00 AM of 11/22/2007 till 3.00 PM of 11/24/2007 assigned to Quality
laborers group, following the procedure described, it will be enough accede to the window Edit schedule,
select the Insert Interval option from menu Modify and set up data necessary to obtain the definition of this
shift.

Clicking OK wished shift will be set up and will be highlightned on the calendar grid through the coloration of
the interval corresponding to the shift, with the color code assigned to the person who receives messages
(so in out case the color of the Quality laborers group).

Clicking with the mouse on one of the insets which belongs to the specified shift, and then on the coloured
inset of the grid, selecting Delete Interval option from menu Modify, will be deleted the whole shift from the
calendar. If several intervals have been inserted into calendar and they go to shape a unique interval, the
command will delete all the constituted interval.

Supposing to delete from calendar the shift assigned to Quality laborers group, highlightned on the grid in
light blue, will be sufficient clicking on the light blue inset and selecting Delete Interval option from menu
Modify, to obtain the cancellation of the whole shift assigned to Quality laborers group from the calendar.

SMSServer provides the user of a useful instrument to manage the shifts. It allows to copy a shifts
sequence of a specified date to another date. Supposing to define a shift like the one defined on the date
11/21/2007 but for all the days of the week, it won’t be necessary setting up the shift for each date, but
simply copy the definition of shifts on the date 11/21/2007 where the user like to. So the procedure will
consist to select the date which the user want to copy, click on one of the insets which belongs to the row
corresponding this date (but will be better select the inset with the indication of the date), select Copy Day
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from menu Modify, then click on the date in which the user wants to paste the copied shifts settings and
select Paste Day option from menu Modify.

Now the user obtains the replication on the selected date of the shifts settings of a specified day. In our case,
supposing to repeat the shifts settings of a the date 11/21/2007 on the next six days, will be sufficient to copy
the day and paste it on the next six days.

SMSServer provides the user of several keystrokes which implements each of the four operations described
above. In this way, to call the shift settings window will be sufficient the shortcut CTRL + I, to delete a shift
will be sufficient select an inset and press DEL and to copy shifts settings of a date to another, will be
sufficient click on the specified date and press CTRL + C, therefore paste it using the shortcut CTRL + V on
the selected date.

Useful links for the calendar management:

Set up calendar

Assign a shift to a person

Assign a shift to a group

General links:

Index

Introduction

38



Parameters settings

Selecting the functionality from the principal panel "Parameters”, the user approaches to a window, inside
which it's possible to set:

* The referring path to access to the database containing the relative data of the consumers recorded
in the Phonebook;
* The parameters to configure the program, that are:
o the optional variables through which is characterized the interface between the SMS
Server, the GSM modem and the supervisor;
o the configuration for a protection password and the verbose window.
» The parameters to configure messages, that are:
o the choice of the alarms type to notify;
o the choice of information details sent with the alarm messages;
o the filter to apply to the dispatch;
e The parameters through which is characterized the serial communication between the supervisor
and the GSM modem;
e The parameters that rule the dispatch of the messages through SMS;
e The parameters that rule the dispatch of the messages through electronic mail;
e The parameters for the connection to the alarm server and to manage redundancy.

At first, take care of the field Data Source that allows to define the path which references the access to the
database with the relative information of the consumers recorded in the Phonebook, managed by the SMS
Server. The formulation of such path could be effected even directly, by keyboarding such path, either using
the icon in the right of the textbox, operating like a browser, that allows to individualize it moving through the
system existing folders. You can export the data source file with the button Export Data Source.
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